LABEL Cyber compliance — Licensed Auditor

== Acquire the necessary skills to carry out effective cybersecurity audits based on the
Cyber Compliance — Security 2023 label.

® Duration : 3 days (21hrs) G| Session:virtual
yay

+ exam + e-learning and tutoring

Rate : € 1,950 Assistive technology
Exam included & compensations
Contact : label@formacadre.com Fill in the pre-inscription form

Label Cyber Compliance — Security 2023 — Licensed Auditor

The main objective of this training is to enable participants to become competent and approved auditors for the
Cyber Conformity - Security 2023 label. By achieving this operational objective, auditors will be able to assess
companies' compliance with the label's requirements, to identify security gaps, and to propose constructive
recommendations to help them achieve and maintain their label.

Public & prerequisites

Prerequisites : Basic knowledge of IT and cybersecurity, privacy laws (GDPR
OOO and LPD), communication skills, and a good understanding of auditing

principles. Professional experience in IT, auditing or risk management is also

recommended.

Public : Auditor wishing to work in a new field of activity, IT professional

retraining for work or on his own, young graduate looking for a job in a

booming sector.

Educational, technical & human resources
The training takes place synchronous distance learning via a secure personal
space. This 100% digital environment provides participants with:

* Course material, PowerPoint presentation, exam preparation
* Case studies, exercices, audit tool, formative assessments
* Group discussions and Q&A sessions o o

* Feed-back from trainers

o . . . B L B
The training is provided by cybersecurity expert, certified under the Cyber
Compliance — Security 2023 label.
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[ Course content ]

Contents

Objectives |

DAY 1 : Cybersecurity & the Cyber Compliance - Security 2023 label

[ Introduction to training (20min)

M1 : Understand the label (40min)
* Understand the label
* Label comparison (ISO 27001, NIS2, GDRP)

M2 : Sell and organize the audit (60min)
* QOrganize the audit
e Communicate, sell the label

M3 : Fundamentals of Cybersecurity (5h)
e Basics concepts

* Master the Sl concept

* Understand cyber risk

* Governance

DAY 2 : Compliance of deliverables

M4 : Evaluate the compliance of deliverables (7h)

* Evaluate the compliance of deliverables from
the 10 themes of the label’s framework

* Master the audit software

Asynchronous

DAY 3 : Preparing for the exam

M5 : Preparing for the exam (5h)

* Autonomous and asynchronous
practical cases

* Tutoring: 2 hours in a group of 3 to 5 people
dedicated to preparation

work on

M1 : Understand the label / Understand the
importance of ethics and values in the audit
process / Position the label in relation to others
standards

M2 : Master the audit methodology for the label,
including planning and execution / Know how to
use the Licensed Auditor logo / Know the sells
pitch

M3 : Acquire a sound knowledge of the
fundamental principles of cybersecurity /
understand the risks and challenges for
businesses

M4 : Know how to collect relevant information
and evaluate the company's compliance with
label criteria / Understand the evaluation grid
and the protocol for submitting the report to the
company

M5 : Pratice for the exam / Validate the skills
required to pass the exam



[ Examination procedures ]
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Examination procedures

Within a maximum of 90 days after the end of the training course, and using
the resources provided, an audit file is to be completed and submitted on the
personal space. You will then be automatically registered, without any action
on your part and in chronological order of submission, for the next validation
exam session.

Twice a month, our jury meets to study the files and validate or reject the
exam. If you pass, you'll receive your certificate by email, and if you fail, you'll
have the chance to retake the exam once free of charge
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